IIpaBua 6e3onacHoro moseaeHus B cetu UurepHer

Bceerna B0 0e30IacHo I10JIb30BATHCS HNnTepuer-ceTpro?
DKCHEPTHI B OJIUH T'OJI0C YTBEPKAAIOT, YTO B ITOM CMBICJIE BUPTYAJIbHBINM MUP HAYEM HE OTJIMYAETCS OT PEAIbHOTO: TaM
TOXE €CTh CBEPCTHUKHU, KOTOPHIE YCTPAUBAIOT TPABIIO, INIOXUE KOMIIAHUM, MAHbSIKM U MOILICHHUKU. Pa3HUIla TOIBKO B
TOM, YTO IPOUCXO/IAIEE Ha YJIHIE POAUTEIN MOTYT XOPOIIO ce0e MPEeACTaBUTh, a BOT JIOBYIIIKH, B KOTOPhIE MOXHO
YrOJAUTH B HNutepHere, MHOTHE IOKa eme HE U3YUYUIIH 10 KOHIIA.
Jlanubie mpaBmia Mo 6€30MacHOMY MOBEACHHUIO MOMOTYT POAUTENSIM, YUYUTEISIM U MIKOJbHUKAM U30€XaTh Pa3IUUYHBIX
OIACHOCTEH, KOTOPBIC MOTYT IOJICTEPEraTh B BUPTYATbHOM IPOCTPAHCTBE.

IpaBuso 1. Xpanure TailHbI.



B undopmManmoHHOM MPOCTPAHCTBE HAM YACTO MPUXOAMUTCS BBOIUTH cBoM naHHblie: ®UO, aapec, naty poxiaeHus,
HOMEpa JOKYMEHTOB. bezonacHo M 3TO?
[lepconanbuble nanHbie (UMs, Gamuius, aapec, Aara POKIAEHUs, HOMEpa JTOKYMEHTOB) MOXHO BBOJUTH TOJBKO HA
rOCy/IapCTBEHHBIX CalTaXx WM Ha calTax NOKynku OuseroB. WM Toibko B TOM cilydae, €CIM COEAMHEHUE
yCTaHaBIMUBaeTcs 1o npotokoiy https. CneBa oT ajipeca caiita JOJKEH MOSIBUTHCS 3HAUOK B BUJIE 3€JIEHOTO 3aMKa — 3TO
O3HAYaeT, 4TO COCAMHEHHE 3AIIMILEHO.

IIpaBuso 2. ByabTe aHOHUMHBI.



CoznaBasi cBOW mpoduiib B COIMATBHBIX CETSIX, HYKHO MaKCHUMaJIbHO M30eraTh MPHUBS3KH K «PU3NUECKOMY» MUPY.
Henb3st ykaspiBaTh CBOWM aApec, AaTy POXKICHUS, WIKONY, Kiacc. Jlydine wucmosib30BaTh OYEBUIHBIM IICEBIOHUM.
He pexomenayercst craBuTh cBOrO (oTorpaduio Ha aBatap, €clid BaM HE UCIIOJHUIOCH XOTs Obl 15-16 net. Bee netu u
MOAPOCTKH MJIAJIIIIE 3TOr0 BO3pacta, MyOJauKyst cBou (QoTorpaduu, pPUCKYIOT CTaTh KEPTBOM 3JI0YMBIIUICHHHUKA.

IIpaBuJio 3. He o0maiitech ¢ He3HAKOMIIAMHU.



EcTh HECKOJIBKO TJIaBHBIX OMACHOCTEH, C KOTOPBIMU MOYKHO CTOJKHYThCA B MHTepHETE. [To OobIioMy cueTy, OHU Malio
YeM OTJIMYAIOTCA OT TE€X, YTO YIPOKAIOT HAM B PEAIbHOM KU3HU. 3JIOYMBIIIJICHHUKH 3/I€Ch MPOCTO UCIOJIb3YIOT APYyTUE
CpEeICTBa.

Byaaunr. Pebenka o03biBalOT win TpaBiaT B MHTEepHETe, yaiie Bcero 0e3 Kakol-aubo npuuuHbl. K kepTBE MOTYT
npulenuTbcs — u3-3a  (Qororpaguu B mpoduie  wWiIM  HM3-3a  1OCTa B COLMAIbHBIX  CETSAX.
Hepo¢puasbl. [Ipocsat npucnate uubble GoTtorpaduu, a Mpu OTKA3€ YrPOKAIOT paclpaBoil HaJ WICHAMU CEMbU WU
IAHTAXKUPYIOT IpYyTUMHA crocodamu.
Momennuku. [IpiTatoTcst 3aBiajieTb JTaHHBIMU [OJI30BATENI WJM BTSHYTh pEOCHKAa B OMNACHYI (PUHAHCOBYIO
ABAHTIOPY.

['maBHOE CpencTBO 3alIUThl OT BCEX ATUX yIPo3 — KOH(PUAEHIIUATIBHOCTh. Henb3sl BhIKIaAbIBaTh CBOU (poTorpaduu B



Certb. CneyeT orpaHu4uTh JIOCTYIl K MH(OpMAIMU O BCEX CTOPOHAX CBOEH KU3HU, Oyab TO OHJIAMH WU O(JiaiiH.
Coobmath JIAYHBIE JTaHHBIE MOKHO TOJIBKO IIPOBEPECHHBIM JIFOJISIM.
Tex, KTO mbITaeTcs Bac Kak-TO 3aJeTh M OOMIETh (TaK HA3bIBAEMBIX TPOJUICH), HYKHO IPOCTO HTHOPHPOBATH.

IIpaBuio 4. Yuurech pacrio3HaBaTh 3JI0yMbIIIJICHHUKOB.

Ha yto HeoO6x0uMo 00paTUTh BHUMaHUE, MPEKE YeM BCTYNUTh B AUaNOor? YTo cCUrHanm3upyer 00 onacHoOCTH?



« BbI HEe 3HAKOMBI C 3TUM YEIIOBEKOM B PEATbHON KU3HH.

« Bam coOecenHuk sIBHO cTapiiie Bac.

e Y HEro HET WX OYE€Hb MAJIO JIPY3EU B COLIMAIIBHOM CETH.

« CobecenHHK 0 4eM-TO Bac MPOCUT: choTorpadupoBaThCs, IPUCIATh KaKUe-IM0O0 JaHHbIC U T.1.

IIpaBuiio S. Xpanure ¢oTo- H BHAEOMATEPHAJILI B HEIOCTYIIHOM MeCTe.
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[TpaBuina myOnuKauu coOCTBEeHHBIX (hoTorpaduii oueHb npocThie. Eciiu Bbl HEe XOTHTE, YTOOBI OHHM CTaJId JTOCTOSTHUEM

OOIIIECTBEHHOCTH, TO MPOCTO HE BBIKJIAJAbIBaliTe WX B MHTEpHET M HUKOMY C €ro MOMOINBIO HE OTHpaBisiTe. Jlaxke

MCCCCHIKCPbI «YMCHOT) KOIIMPOBATH ICPCIIMCKY B «0611a1<0», TaK YTO BbI MOXCTC IIOTCPATH KOHTPOJIb Had CBOUMMU



CHHUMKAaMHM.
Ecau uto-To Kyaa-To OBLIO OTIIPABJICHO HUJIK I'IC-TO OHY6J’II/IKOBaHO - 9TO YIIUIO B Cetb. Baxxno IIOMHHUTB, YTO HU B KOCM

cily4dac HCJIb3s1 BBIKJIaJAbIBATb (I)OTOl“pa(I)I/II/I JOKYMCHTOB, 6}’,[[1) TO CBOHUX NN UYyKHUX.

IIpaBuso 6. bByabTe 0aAuTEIbLHBI.




[Tnoxas HOBOCTbD — yAQJINTh HUYETO HE MOJTYIUTCSI.
Bce, uTo omHax bl monano B CeTh WM JJake B cMapT¢OH, OCTaHETCsl TaM HaBcerna. Kak mpaBuiio, CTEpeTh JaHHBIC U3
Cetn HeBO3MOXXKHO. EIMHCTBEHHBIM crocoO® wW30ekaTh yTeuku UHGOpPMAMM — HE  JICNIUTBHCSA  CIO.
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IIpasuiio 7. He coo0imaiiTe cBO€ MeCTONOJIOKEHHE.

JlaHHBIE TEOJIOKAITNU TIO3BOJISIOT BCEMY MHPY y3HATh, TJI€ BBl )KUBETE U YUYHUTECh, TJI€ IPOBOJIUTE CBOOOTHOE BpEMs, B
KaKWX akKIUsIX ydacTByeTe, KaKWhe IOy W CIEeKTaKIW JI00WTe, Kak oTasixaere. OTCIeauTh MECTOIOIOKEHNE YeIOBEKa
Ternephb HE COCTaBIIsICT TpyZa.
Jliiss pebeHKa 3TO MOXKET MPEACTABIATH OOJIBIIYIO OMACHOCTh. HO MONHOCTBIO OTKIIOYUTH T€OJIOKAIMIO Ha JIETCKOM
TenedoHe HENb3s. POAWTENsIM IOJIE3HO WCIOJB30BaTh CHEIUAIbHBIC MPOTPaMMBI, YTOOBI 3HATh, TJI€ HAXOJIUTCS WX
pEOEHOK.



UroObl crenaTh TEOJOKAIMI0 MaKCUMaldbHO O€30MacHOM, HYKHO CIIEUTh 3a TeM, 4YTOObI MECTOMOJIOKEHHE HE
0TOOpaXkajJoCch Ha «MCKAOEIbHBIX» 00bEKTaX — 0coO0eHHO Ha doTorpadusix. Ha tenedonax, B HaCTpoikax KaMephl, KaK
IIPaBUIIO, MO>KHO 3aMpeTUTh T€OMETKH.

IIpaBuiio 8. BuuManne — Ha UTPbI.

He Tonsko MCCCCHIKEPHBI 1 CONUAIIBHBIC CETH MOT'YT IPCACTABIIATL OIMTACHOCTD JJIA I[GTGI\/’I. Mmuorue YI'PO3bI MOT'YT TAKIKC
HNCXOOUTDH u oT OHHaﬁH-HFp.
Tam pC6CHOK JaxKe NG YA3BUM, ITIOCKOJIBKY UM IIPOIIC MAHUITYJINPOBATL: UT'POBLIC O6’E>CKTBI, YJICHCTBO B KOMaH/JI4X,
BHYTPHUUT'POBBIC COLIMATIBHBIC CBA3H — BCC 3TO MOXKCT CTATh MCXAdHNU3MOM MAaHUITYJIIOWUW I MOIIICHHUKOB, HG)IO(I)I/IJ'IOB

WU JTayKe BEPOOBIIMKOB PA3TMYHBIX IKCTPEMHUCTCKUX TPYNIUPOBOK. BOT mouemy B Urpe HY»KHO BECTH ceOsi 0COOCHHO
BHUMATEBHO.



IIpaBuio 9. Yuurech 3amedyathb MojieIbHbIe CaliThI.



\\ ‘)‘Ur Bonk.

Password?




@UIIMHT — 3TO CNoco0 BbIMAHMBATH Yy YEJOBEKA €ro JaHHbIC: JIOTMH, HAa3BaHWE YYETHOW 3alMUCU U MapoJlb.
[IpoucxoauT 3TO TaK: MOJB30BATEI0 MPUCHUIAIOT CCHUIKY HA CAWT, OYEHb MOXO0XKYH0 HAa HACTOSIIMWA aJpec MOYTOBOTO
cepBuCa WK collMalibHOM ceTH. Kak mpaBuiio, (uiiepsl criennaibHO MOKYMAOT Takue noMeHbl. Hampumep, mis mail.ru

9TO MOJKET OBITH «meil.ruy, a VIS vk.com — «vk-com.comy.
30YMBINIJICHHUK JKJIET, KOTJa YeJIOBEK BBEJET JIOTWH WJIM MapoJib Ha MOJICIbHOM caiiTe. Tak OH y3HaeT JaHHbIC, a
IOTOM UCIIOJIB3yET ux TUIS BXO0/1a B HACTOSIII pouIh CBOEH KEPTBBI.

Ipasuio 10. TpenunpyiiTe namMsTh.




MO>XHO JIM TOJIb30BaThCS CEpBUCAMH, KOTOpbIE COXpaHsAIOT naposu? Ecinu B npoduie coaepKUTcs AEUCTBUTEIBHO
Ba)KHAS uHdopmanus, TO, VBB, HET. [Touemy?
OT0 ynoOHO, HO OHJIAWH-CEPBUCHI NI XPaHEHHs Mapojell HeHaJAeKHbl. X 4acTo B3IaMbIBaIOT M KOMUPYIOT OTTYyZa
napoJiu mojbp3oBarenieid. Yarne Bcero >KepTBbI Y3HAIOT 00 3TOM JIUIIbL CIYCTS KaKoe-TO BpeMsi, €Clid BOOOIIE Y3HAIOT.
Hepeako Takue cailThl MU CEpBHUCHI CO3/IAOTCSI MOIICHHUKAMH CHEIUAIbHO JIg TOro, 4ToObl COOMpAaTh MapOJIH.
[Taponu noiKHBI OBITH yHUKaNbHbIMU. [{udpbl M crnencumMBONIBI 3HAUYUTENIBHO YCIOXKHSIOT Ipouecc noadopa. B
COLICETH, MECCEHJIPKEPhI U MOYTY Oe30IacHee BXOAUTh Yepe3 MPUJIOKEHHS, a BOT B Opay3epax BBOJia MapoJiel cieayer
n3beratb. Bce  mpwiokeHus — JOJDKHBI — yCTAaHABIMBATBCS ~ POAUTENSIMA WM T[OJ  MX  KOHTPOJIEM.

IIpaBuJio 11. byabTe akkypatHee ¢ IHTepHeT-MMOKyNIKAMHU.



=

Cosepiras mokynku B MHTepHeT-marasmHax, COXpaHsiTe 310pOBBIM CkenTUIM3M. [loMHUTE: 1IeHa HE MOXET OBITh
CIIMIIIKOM HHU3KOH, TeM 0oJiee, €CJIM Bbl PACCUUTHIBACTE MPUOOPECTH OPUTHHAIBHYIO TPOAYKIIUIO OpeHja.
N3yuuTe ucTtOopuio marasuHa B CETH, NPOBEPHTEC HAIUYME KOHTAKTOB, BBIICHUTE, MOXHO JIM TyJa MpUeXaTh U
MO3HAKOMUTKLCSA BXUBYI0. OOparnte BHMMaHWE Ha OT3bIBBl. OHM HE MODKHBI OBITh «OYyATO TOA KOMHUPKY».
A B0O0OIIE, BCE TIATEKHM JIOJDKHBI COTJIACOBBIBATHCS C POAUTEISIMA U MPOUCXOIAUTH TOJBKO MO WX MPUCMOTPOM.
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Bce cepBuCHI, KOTOpbIE MPUHUMAIOT JICHBIH, TOJIKHBI UMETh 3€JICHBIN 3Ha4UOK «https» psimoM ¢ Ha3BaHueM. Eciu Takoro
3Ha4YKa HET, Jy4Yll€ HE MOJIb30BAaThCA CTpaHULEW. Bripouem, gaxe €ro HaauyuMe CTONPOLIEHTHOW rapaHTUW HE JAerT.
Yacro B mabnukax «BKoHTakTe» mpeasiaralor 4To-T0 KynUTh C UCIOJIB30BAHUEM IIaTeKHOM cucteMbl Qiwi. TyT Toxe
HY>KHO MPOSIBIATH OJIUTETLHOCTh U BHUMATEIBHO M3Y4YaTh OT3BIBBI O MpoAaBIiie. B corceTsix ecTh HEMallo MOIIIEHHUKOB,
KOTOPBIE ocJe MOJTYYEHHS JEHET YAQISIOT CTpaHULIbI 151 UCYE3aloT.

IpaBuio 12. IIposepsiite HH(pOPMALUIO.



[IpoBepka nundopmanuu B THTEpHETE — OBOJILHO CIIOKHBIA U TPYAOEMKHUH Tpotiecc. [laxe B3pocibie He BCErja MOTyT
3¢ (deKTUBHO crpaBUTHCS ¢ HUM. OJIHAKO €CTh HECKOJIbKO (hOPMANbHBIX MPU3HAKOB TOTO, YTO BBI MOMAIH HA «KEITHII
CailT, KOTOPOMY HE CTOUT BEpUTh 0€30rOBOPOYHO. ITO, KaK MPABUIIO, KpUYAIIUE 3ar0JI0BKH, HA30MIMBO BCIUIBIBAIOIINE
OKHa, obumnue pEeKJIaMBl.
Yrto6s! mpoBEpUTH HHPOPMALIKIO, KOTOPYIO BbI MONy4Ymin B IHTepHETE, CleayiTe ClIeyIOIUM PEKOMEHIAIIM:

e IIOMIIMTC CHIC ABA-TPH MCTOYHHKA, KCJIATCIIbHO U HAa APYT'HUX A3bIKAX TOXKC;



+ HallIMTE MEPBOUCTOYHUK U 3a/1aiiTe ceOe Bonpoc: «MOXKHO JId eMy JOBEPSTH?»;
« IpoOBepbTE, ecTh JiU B CeTu Apyrue MHEHUs U (DaKThl, KOTOPBIE OMPOBEPTAIOT UM MOATBEPKIAI0T CKa3aHHOE.

Ecnu HyXHO y3HaTh KakoOW-TO (paKT WM BBIACHUTb, YTO 3HAYUT HEMOHSTHBIA TEPMHUH, MOXKHO OOpaTUThCS K
«Bukuneaum». Tam peako MOMXHO BCTPETUTh HEBEPHYIO HH(POPMAILMIO, HO CJENO JOBEPATh OTKPBITON HU(GPOBOIA
SHUMKIIONEAUN TOXE HE CTOMUT.

IIpasuJio 13. ITo3aboTbTech 00 «001aKe).

)

Hackonpko HamexHbl XpaHwiwuiina, Bpoae «O6mako» Mail.Ru, 1 MOXXHO i TaMm 0e€3 OMackh XPaHUTh JOKYMEHTHI?
CrienuaiucTel  TOBOPSIT, YTO OOJIAYHOE XPAHWIHIIE MOXKHO 00€30TmacuTh, €CIU TpeABapUTEIBHO 3amudpoBaTh
JTOKYMEHTHI ¢ moMoIIsio PGP wnm rcnosib30BaTh IporpamMmy Jjist CO3/IaHUs apXUBa, TIOMECTUB B HETO OTCKaHUPOBAHHBIC
TIOKYMEHTHI.

[Ipu coszmanum apxwBa HYXKHO yKa3aTh OIIMIO «HETPEPHIBHBIN apxuB» (solid archive) m mocTtaBUTH Ha STOT apXWB



XOPOLINI 11apOoJib.

Hampumep,takoit: «kn231uhuio12njkpuiy89y7&R&TFTGIY * (UYT&*T "G!*OUH*&GY UIHIK)».
N XOTS ObI Takoi: «Bo#mnosedepesacrosinal23».
He pPEKOMEHyeTCs MCTIOJIb30BaTh OJINH u TOT xKe napoJb TUTSI pa3HbIX apXHUBOB.

IIpaBuio 14. CoburonaiiTe ceTeBoil ITUKET.

YenoBedyecTBO TOJBKO y4HUTCs 0o0maThess B CeTH, HO MpaBWJia XOPOIIEr0 TOHA 37IeCh HUYEM HE OTJIUYAIOTCA OT TeX,
KOTOpBIE HY>KHO COOJII0aTh B peaibHOM Mupe. He ockopOuisiiTe qpyrux, He Oy/pTe HaBs3UUBBI, HE TIO3BOJISITE CBOUM



HEraTuBHbBIM SMOIUAM BBIXOJAUTH n3-1104 KOHTPOJIA, [MUIIUTE rpaMOTHO.

IIpaBuio 15. I'nmaBHbIi cekpeT 0€30MACHOCTH B CETH.




He nHyxHO nenate B MHTepHETE HUYEro TOro, 4ero Obl Bbl HE CTalu Jiefarh B (usnueckom Mmupe. PazHuna mexiay
BUPTYaJIbHOM 151 peATbHOU JEVUCTBUTEIBLHOCTHIO MHHHAMAaJIbHA.
Yrto xacaercs poauTeNbCKOTro moBeaeHus, To B CeTh OHO TOKE HE OJDKHO OTJIMYATHCS OT MOBeJAeHUs «B oduiaitHe». OT
peObeHKa Helb3s JIOOUThCS TOBUHOBEHHUS IyTEM 3alpeToOB M JKECTKOTO KOHTposs. OJHAKO U OLIyIICHUS
BCEI03BOJICHHOCTH B IHTEpHETE TOXKE OBITH HE JIOKHO.



